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OBJECTIVE

Committed to advancing practical cybersecurity education and research, with a focus on hands-on skills and
real-world applications. Aiming to bridge the gap between theory and practice, and to equip students with the
necessary tools to address modern cybersecurity challenges effectively.

RESEARCH INTEREST

Interests: Offensive Security, Software Exploitation, Malware Analysis, IoT Security, Blockchain Technologies, Wireless
Security.

EXPERIENCE

« Princess Sumaya University for Technology Associate Professor, Department of Computer Engineering
Amman, Jordan &
2025 - Present

« Princess Sumaya University for Technology Assistant Professot, Department of Computer Engineering
Amman, Jordan &
2018 - 2025

» Rhoades Company IT Technical Support and Security Consultant
Amman, Jordan
2012 - 2013

o Provided comprehensive IT technical support, troubleshooting hardware and software issues.

o Implemented security measures to protect the company’s network and data.

« Optimiza Software Developer
Amman, Jordan &
2010 - 2012

o Developed ASP.NET websites, delivering robust and scalable web solutions.
o Created Windows applications using C#.

« Freelance Software Developer
Amman, Jordan

2010 - 2012
o Developed ASP.NET websites and Windows desktop applications.

EDUCATION

« University Technology Malaysia 2017
Ph.D. in Computer Science (Honors) Kuala Lumpur, Malaysia
o Dissertation: An Automated Mechanism to Detect and Mitigate Deauthentication and Disassociation DoS Attacks in
Wireless 802.11 Networks.

» New York Institute of Technology 2012
M.Sc. in Information, Network, and Computer Security (With Distinction) New York City, USA
o GPA: 3.52/4.00

» Amman Al-Ahliya University 2009
B.Sc. in Software Engineering Amman, Jordan

o GPA: 744


mailto:h.ani@psut.edu.jo
https://www.linkedin.com/in/haitham-alani-2772a657/
https://ieeexplore.ieee.org/author/37089214879
https://psut.edu.jo/
https://psut.edu.jo/
https://optimiza.me/

ACADEMIC EXPERIENCE

» Taught and developed various cybersecurity courses from scratch, including Penetration Testing, Information
Security Assessment, Blockchain Technologies, Reverse Engineering, Wireless Security, Operating System
Security, Intrusion Detection and Network Forensics, Digital Forensics and Incident Response, and
Fundamentals of Information Security.

« Delivered cybersecurity workshops in collaboration with Purdue University, training over 50 Jordanian students
in practical cybersecurity skills.

« Supervised several senior design projects, guiding students through research and project execution in
cybersecurity and related fields, and ensuring successful outcomes by providing mentorship on technical
development and research methodologies.

« Supervised the practical training of students in various companies, providing mentorship and hands-on guidance
to ensure the application of theoretical knowledge in real-world industry settings.

» Conducted specialized cybersecurity training for the Jordanian Army and different security agencies, covering
topics such as Certified Network Defender, Ethical Hacking, and Red Team Operations.

« Participated in several university committees, contributing to the development and improvement of academic
programs by revising course outlines and reviewing Course Assessment Files (CAF) as part of the ABET
accreditation process.

« Participated multiple times in committees aimed at linking the Network and Information Security Engineering
program with industry, ensuring the curriculum aligns with evolving market and professional demands.

« Participated in hiring committees every academic year, conducting interviews and reviewing job applications for
Lab Engineers, Senior Lecturers, and new professors, ensuring the selection of qualified candidates for academic
positions.

 Contributed to the development of the Incident Response Plan for Princess Sumaya University for Technology.

« Continuously contributed as part of the team responsible for developing and enhancing the program Study Plan,
ensuring the curriculum evolves with industry demands and effectively prepares students for careers in network
security and cybersecurity.

« Designed, delivered, and published two best-selling courses on Internet of Things (IoT) Security and Wireless
Security on the Udemy platform.

 Provided ongoing academic advising to students, offering guidance and support for their academic progress and
career development across various disciplines.
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SKILLS

« Programming Languages: C++, Python, Solidity, Visual Basic, ASPNET

» Cybersecurity Expertise: Penetration Testing, Digital Forensics, Malware Analysis, Network & System Security,
Reverse Engineering, Vulnerability Assessments, Cryptography, Wireless Security, Blockchain Technologies

« Tools & Technologies: Metasploit, Volatility, Burp Suite, Virtual Machines, Docker, Debuggers, writing CTF
problems

» Languages: Arabic (Native), English (Fluent), French (Intermediate), Spanish (Intermediate), Italian (Basic)

CERTIFICATIONS

+ Certified Red Team Professional (CRTP) - Altered Security 2022
e Certified EC-Council Academic Instructor V2 - EC Council 2020
o Certified Network Defender - EC Council 2020
o Certified Ethical Hacker V10 - EC Council 2019
« Palo Alto Certified Instructor - Palo Alto 2019
HONORS AND AWARDS

« PSUT Academic Award 2023/2024

Princess Sumaya University for Technology
o Recognition for outstanding performance in teaching.

« PSUT E-Learn System Utilization Award 2023/2024
Princess Sumaya University for Technology
o Recognition for outstanding performance in utilizing e-learning systems in teaching.

« PSUT Best Graduation Project 2023/2024

PSUT Projects Exhibition
o Awarded for the best graduation project in the PSUT Projects Exhibition

» PSUT Academic Award 2021/2022
Princess Sumaya University for Technology
o Recognition for outstanding performance in teaching.

¢ Graduate On Time Award (PhD) 2017
University Technology Malaysia
o Successfully completed PhD program within the stipulated timeframe.

» Graduate with Distinction (Master’s Degree) 2012
University Technology Malaysia
o Graduated with distinction for academic excellence during the master’s program.

« First in Graduate Batch (Bachelor’s Degree) 2009
University Technology Malaysia
o Ranked first in the graduating batch for outstanding academic performance.
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GRANT

Project Name: Multi-Layer Network Security Environment for Enterprise Penetration Testing
Grantor: Princess Sumaya University for Technology

Year: 2023

Grant AMOUNT: 3625 JD

VOLUNTEER EXPERIENCE

Committee Member for National GCI Improvement

National Cybersecurity Initiative 2024
Contributed to a national-level committee aimed at improving Jordan’s Global Cybersecurity Index (GCI)
ranking.

Discussion Board Member

Cybersecurity Armython Conference 2024
Participated in the discussion board of the Armython cybersecurity conference.

CTF Question Writer

Cyber Warrior Competition for School Students 2024

Developed Capture The Flag (CTF) challenges for high school students as part of the Cyber Warrior competition.

Course-Job Roadmap Designer
Princess Sumaya University for Technology 2023
Designed a roadmap in the department to match each course with the designated job in the market.

Supervisor of Cybersecurity Teams
Princess Sumaya University for Technology 2021 — Present
Supervised teams in various cybersecurity competitions at both local and international levels.

Organizer of Cybersecurity Workshops

Princess Sumaya University for Technology 2018 — Present
Organized workshops on various cybersecurity topics for the refreshment of students through the Cybersecurity
Club.

Participant in Know your specialty event

Princess Sumaya University for Technology 2019 - 2020
Participated in an event to welcome and guide new students, providing insights into the field and its future
prospects.
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